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Adversarial Attacks & Defenses

Adversarial Attack Goal I Adversarial Defense Goal
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PGD (Madryetal, 2019) : * Transformation
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Adversarial Training

D T VAH 35 3t FukE K state-of-the-art
@Al gt E A K AR T DN R A4 B G 3T A A KA X A iy oAb 3% K 69 55k

min IE(x'y)ND[I;ngX Lix+p,y; 0)]
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Adversarial Training

Q) A #mFGSMA% A batch 3 # 9 4
D T Sk
& *+ % % sE (PGD, BIM) A 43

l FGSM AdvTraining
(Goodfellow etal., 2015)

Q) 7 Strong T A A

« strongadvs#§ 1~ FLpiedk T a9 A HF A (FGSM)

« strongadvs#EL BT EH KGR AR KB K GHF A (PGD)
5 Z£MNISTA#=CIFAR10_E 3% ] lkFGSM AdvTraining % 4F #9 2 %
& *F % FsE (PGD,BIM) 33

® Strong AdvTraining
(Huang etal., 2016)

Q1% B 3% 5 3¢ b A BEAT D1 45, batch %k 330 4 K A 3T HHE K
D £ KA #4E EImageNet LT IABHAT D15 2 F stk &
& AILFGSM (3£ 47) 3t )14 7T ik K 4 label leaking, BPaf4itf K a9 B T4 K LELZ F

® Scale AdvTraining
(Kurakin et al., 2017)




Adversarial Training

PGD AdvTraining Q 124 FIPGD AT 47 b A itk 47 91|

ST A 2RI B A% K b 3 -of-the-
(Madry et al, 2019) ¢ £ MNISTA=CIFAR10 T A 25 #73% K 69 34 44 A C&W B8 state-of-the-art

PGD AdvTraining 2 E A7 2 REIF G35 fp 75 ik, =T AR A& F % T A 35 Ha% K693 sk &

PGD AdvTraining + &4 £ =7 @EY TR, J& 469 TAE A XX 2 R R G40
o HHmAZEEK, £ RKBHLEETER
¢ E‘%— m‘ﬁ(‘i i 'fagm'ﬁti i;}iﬂ’jﬂ

o KT AKALEMHE TE (label-leaking) , 4 4& accuracy & robustness trade-off



Adversarial Training: Cost

R A I B0 T ik

I T S BT

= W& 6948 2

Stability Training 1% Bl =k B A R m dE A A sk 4T 3t i) 25 05 0 ) 5 8078 K 3B R TR
B=1 O 14 12 Y D a ! N e

(Zheng etal., 2016)

Free AdvIraining s o a5 ot 4 46 /2 My i 24 504 A

s/ 891t H Ak 2k o & L& ,
(Shafahi et al., 2019) 3N 69 11 $ 4K 3 2|PGD AdvTraining#) & #%

)N 891 9T 45 1% 2]PGD AdvTraining#y & 4t
A8 % T Free AdvTraining: & %

Fast AdvTraining

0 J 1= ¥ 3k 4 2 O ;-/“ s S é‘
(Wong et al., 2020) SEFGSMAS HUAF AN 4T 09 48 e [ AL AT 45 1L

Transferable B G 1 B kBT L4 PETIYE
AdvTraining (ATTA) ;;?fﬁzmﬂt TAGA XA AE FPGDI %4 ik B & 1k

(Zheng etal., 2020)



Adversarial Training: Black-box

"EEExen Tk
(— A 4 30| 5 A 91 0 7 sk AT o) B e )

Ensemble AdvTraining  #| Ff % AN & 0| A2 2 69 23 e af At 47 MEFRNER LR LG AN
(Tramer et al., 2020) 3+ 4% ) Zh o R—FVEAH X RING T E B

W&k LAL P -

« ALP (Adversarial Logit Pairing) 1& T#% ALP5AdvTrainingZ & T URE O &+ 2 &%
AN G4 5 3 SUAR A 69 Fr s A48 A A

« CLP (Clean Logit Pairing) 1#4£ =& A\ CLP™T VA VASRAK & 3t H FF 44 55 #9PGD 2 & 5k
G NV e D!

ALP AdvTraining
(Kannan et al., 2018)



Adversarial Training: Trade-off

#% Baccuracy 3 robustness#y 7 &

I T R BT

Security /

. K% o #ytrade-off
(Papernot et al, 2016) # % T robustness#zaccuracy #Jtrade-o

S kAR SR ¥ - ; -
Unlabeled Training 1 | ¥ BB 55697 %, 4] Funlabeled 4 R AR P el kAR P S

(Carmon etal., 2019) K| A2 A
TRADES HElossL 2 AN — NI E o X Trobustnessfraccuracy Z 18] #9trade-off
(Zhang etal., 2019) %, —3AHomAhEmp « i Ttrade robustness off against accuracy

et T A o e 138 FPGD A #f A BT 47, F4k “least
rlezllll y Y;g;gmg adversarial data” /& # Pk T % #f A .E #4 69 A
(Zhang etal, 20200 yu w47 4 4100 24

ARAT A ATIR T, Rm FHM



Gradient Masking/Regularization

D Tk TR TR, W& EH A 2 (attack-agnostic)
& (Athalye etal., 2018)4% 5 % #F R F #6 & 7 ik R 4% False Sense of Security, =& #76930FH 7 ik &
A& (HFheia MBAlG i) 3 T IS0 A R0

min IE(x'y)ND[I;ngX Lix+p,y; 0)]

Q@ F A Emaxl A, % B E M QAR FF A, DGRBS EREDHRATLT A FHRE K
M AL, 3B R % &R



Gradient Masking/Regularization: GradMasking

WA R0 Ty ik

I T R R N

Defensive Distillation
(Papernot etal., 2016)

bounded ReLU
(Zantedeschi et al., 2017)

Thermometer Encoding
(Buckman et al., 2018)

SAP
(Dhillon et al., 2018)

ALP
(Kannan et al., 2018)

P % & 48

"y

1% Flbounded ReLU # F 3 17 Gaussian Data
Augmentation

TN B) 3 04 5t FUAE A FT AAS AL A% B A A 69 At
FOHE R %5

Stochastic Activation Pruning (SAP) *F % &
{42 N 69 3 4T BT AL

Sdropout®£fid, 12 SAPAK Y HFA
K W94 2 T

IEdAL9, ALPAE T 44 A6k d 53t in
N 89 5 B AR

A G et s A (T4 Z 89 3% % L FHFGSM)

St 1% A2 A 69 SRR A a9 £ K (FGSM, JSMA,
C&W)

SERSGHEAEZHM (FGSM, PGD)

SAP 2 SAP + AdvTraining *] VA4 & & 44
(FGSM)

ALP™ AR Bt & &4 (PGD)
D& F4H1K, ¥&T vA3E B £ImageNet £



Gradient Masking/Regularization: Regularization

O WAL 69 7 ik

I I T

DCN Deep Contractive Networké9 )l Zxifsim (& & 3F  » R AEAR & 44 (L-BFGSHM s & K)
(Gu and Rigazio, 2015) N f9JocabianE % egL2TE R AE A ENALA o KR TR
Parseval Networks Lipschitz E W& (FR#] &M &/ BFRE/RE o NEF4HZ )
(Cisse et al., 2017) J& W Lipschitz# £ ) F1) « EHMRA (FGSM)
_ = = . = ~ 124 S /ﬁ %
Cross Ll_pscl.utz B EREAETFEAE LW E BRATS =T YA#% FFprovable robustness (7 #/E %
regularization - Bk )
(Hein and Andriushchenko, 2017) = A Y

, . . RESBA LM (Deepfool, FGSM, JSMA)
. = = 2] JE r\l A ) ) X x
Jacobian Regularization 2 A 4T L SE R 4L (Frobenius norm of the 4014 FCross-Lipschitz regularization it &

akubovitz and Giryes, 2018 acobian of the network N
U ry ) ] ) 4K F )

Grad Regularization

AT A E E N B2 %ER « BEEA 2
(Ross and Doshi-Velez, 2018) AL ENK, SLZEEH AN F R e (DeepfOOL FGSM, JSMA)



Detecting

D R BRARBHATER, BETR
&7 (Carlini and Wagner, 2017)## i 2 & (HF T BB &F= i) Fx T AN G f %K 5K

Category: Metric based, Detector, Denoiser, Prediction inconsistency

min Ex,)~p[max L(x + p,y; 0)]

Q 13 2 He B A 3 AT ) SR 4



Detecting: Metric based

%%%Hﬂ&%ﬁ%
(KM By N/ B EAL A, R T AR, A TRIZ: M IRERS T RGN/ REE>HE)

____ Name | Methd | Performance

o T AR B] K IR B9 XTI AE A
o EZ R TAMNZEH NS K (rubbish)
iR | AR P =N

OpenMax o] A E g, 1% Flmeta-recognition
(Bendale and Boult, 2016) 4 & #F A /& T unkown class#9#E £

(Statistical) Detection  *T VAl id ++ H oot ALAE 2 47 48 M statistical T A K 9y F o Fa 3t FAE A

(Grosse et al., 2017) testing « &% K=FYsuspicious inputs
Convolutional Filter o B ARTEEALEITSE
Statistics ATFEREMBORIANENG, LR o AR AP RAE R DG S KR TAA ML £
(Li and Li, 2017) b BG 3F HU AR R
Ly R 7+ # Density estimates /Bayesian o IMRMTHEETE, T AGE RIS E

uncertainty estimates
(Feinman et al., 2017)

uncertainty estimates#& ] x4 FF A (Song etal, 2018) 4% i 1% 7 AR m T A2 A



Detecting: Metric based

AT HIT A T ik

__ Name | Method | Performance _____

S A/ RBF-SVMAR M % & 1A (Type IFT A SVMAR M) ) « 84X T Binary Detector
(Luae;;yzgm Wi £ EAZ AN AR (Type 1@ 40 K3 o Rk A gk T AR R
! confidence /% & confidence 4E & — 3 4 XF Hu ¥ A ) [ 89 2 &
Baseline ¥ softmaxéir g &) 427t ALAE * 1A A2illdybaseline

(Grosse et al., 2017)

3t KA & F ot L KB EGLID (Local Intrinsic
Dimensionality) 454k, ¥ vA4E FILIDX 4~ — 2k 56 3 69 77 &
A % B9 3 FUAE A

®HRE— NG EMEAE N IEmE, 12 HGDA
(Gaussian discriminant analysis) # % &/~ £ 7|89 3 {a F=
7 £, PRz A T £ H D K IE & ST A W

#- M FGM, BIM, J[SMA Xt 4% A
TN B 3 b A5 24 69 LID AR iy

LID
(Ma etal, 2018)

w] YA out-of-distributionf= 3} A
x

GDA
(Feinman et al., 2017)

RIS IR 2IEE I ZELSTMARIE F& & i EAE + AT ) 15 4% 89 iT A2 evolution it A2 M FGSM, JSMA, Deepfool 3t 4 #£ K

Spaces T4 o AR FH T AEAI
(Carrara etal,, 2019) 72l R TAA



Detecting: Detector

SRR Tk
(NG X/ 5 X BN IRAR, §EARKEZIHAALR)

T T N

Classifier MGy XB AR, B REAMEA « R THET FZMR ZE
(Nguyen etal,, 2015) #Fag—E (n+1) s FERARKESIAA AT HEITH K

o R EAEZ T 9Y AR ME A E X FUAE K LB

Comnottwin Ly NEZHEB BT A £E
’ C OHERARLS

o R TFE/ARAEA
o TEAMEFENXSAE LK, XA Hpsimilar
and weaker adversaries

Binary Detector A TRIER %A A, NESLXE
(Metzen et al., 2017) o ) X AR AR



Detecting: Denoiser

AT N6 7 ik
(BRI NG AR BEATARM] , 3t — 7 7T VAdenoise, &% k=T /3438, MM TRA foxE 7 &)

S I R T

MagNet i A ANRKAE G AL (logits) #& o A AW Suke A
(Meng and Chen, 2017) M) 2 FAE A o TMEE ML, MR T FHT &
PixelDefend Pixel CONNAE il 3y Ao 75, i@l id PixelDefend A 2 AW Fuke K

(Songetal, 2018) iy s A7 K 69 B A3 AR R R A o« RYRBHA, REMTLES &



Detecting: Prediction inconsistency

A F M ~— ey ik

e T e e

e B A R Aesqueezed®yim i, e R 2B

Feature Squeezing KT Ae & 3T FUFF A A A
(Xu et al, 2018) (feature squeeze 7 #%: reducing the color bit L = S gk
depth of each pixel /spatial smoothing) TS ARG 177 e

STAAZ RAFEEMBEE (5 E9) &0 2



Transformation

D TEBURARRL, AR T 35 77 R8T ARG #9 K Jm 69 35
QxR A XA AL 2T 45 K

min IE(x'y)~D[l})1€z}lx Lix+p,y; 0)]

Q 3T FM ARG ER, Eh L



Transformation

AT AR XA A 89 77 ik

I I N T

MagNet B N 0 A HLEE, A H reformerdF

(Meng and Chen, 2017) St A EE A #% B % A A 69 manifold CUE i PN
Defense-GAN £ B GAN HEAE T4 45 KG9 A, R E| Hatdn j\;i"ﬁl}f\ﬁ'*iﬁiﬂl SadAE, TR T E
(Samangouei et al., 2018) Y NARIL O T4 Rt i X . Sl ARk
PixelDefend Pixel INNZAZ S AN Fr, Bttt KB B o RERRBER RME#sTEF &

(Song et al., 2018) NG T o AmABANHLITH K



Transformation

SN 67 ix

« DAEE A ZAuME, T VLR #p K 4o b 3+ HLik

Autoencoder % ++ denoising autoencoders (DAEs) 7T YA &R K 34 =N
(Gu and Rigazio, 2015) &%} 2k & o 2R I¥DAEZ A2 ZDNN 7T LA VA £ /)N 693
HAEIT A A (AEZ 2K
Input o e b w2 Cea o THAHAVTAEHAS L
St NI4T & R T S R g A% 8 v os B
Transformation i’igl 3»4'1\‘ G KT, BT RrE, GRS . HFEGAMEANOE ST TS
: & IEH S £ L
(Guo et al., 2018) 2
HGD High-Level Representation Guided Denoiser #] fi 3t « Z2&/a&%4d, NHEELZ ), B Z
(Hein and R A= T % 4% A 69 high-level representation (logits) (e
Andriushchenko, 2017) &9 £ F4E #loss 3| Zdenoiser o TE A R HAK
Randomization AT R AL 69 T TS BRI S H) o HHE A, TS I %
(Xie et al., 2018) 77 % : random resizing/random padding - Z2E/ASTARKGHE Y% FE

Feature Denoising &1 —/A~CNNZ#), Fiefeature denoiset3k, LM + A& TG HPGD, RELZ &R ALK
(Xie etal, 2019) A5 4E B P g 33 UL B o HEIRB| 5 4



Certified Defense

D ML SRS S IEN (certificate) , ERAE—ZTEEN (Lp norm) 830 R4 i i N %
WK, T VA B B A K

Category: convex optimization/SMT
Certificate: € = 0.1 () 35% error [MNIST] & : 7Z=MNIST £, X iiils) A/ dide = 0.1

Gixe) T IR Z35% error

min IE(x'y)~D[I})1€z}lx Lix+p,y; 0)]

@ T A FmaxFl A, it FLossty LR



Certified Defense: convex optimization

hARALBY 77 i
(H A AR F 4R Ak 09 B, AR SHS ) R AT TS B Al 9l 44)

___ Name | Methd | Performamce ______

e ; o HkARH B RAA TR KR £ W
2017) ' 3 F 7 (lower bound)
& il Semidefinite relaxation7 % i+ ¥ t- .
Semidefinite relaxation /c{as)i lfsnsl;@j,_l; © rg i)f?k}j;nﬂ g ;r j}—:ﬁ\{/({g‘sﬂ  certificate: € = 0.1 (pixery 35% error MNIST
(Raghunathan etal, 2018) TiE 4 ]%/&P/l y W AT W ER A5 . REEIETE TR ERA %
Semidefinite relaxation « 8% T (Raghunathanetal, 2018) 7 AiE% £ %

& MISDPIE Y T L tight#y LR

(Raghunathan etal, 2018) & & &9 Ak 2%

linear approximation on the ReLU
units/bounding network local Lipschitz
constant

o TR ARR %A R E R B
T VAGESE 7 100004 42 69 W 2%

Fast-Lin, Fast-Lip
(Weng et al., 2018)



Certified Defense: convex optimization

AR 8 T ik
 Name Method
CLEVER CLEVER (Cross Lipschitz Extreme Value for nEtwork o E R THATRE T RA MWL H LT
(Wengetal,2018)  Robustness) #| A E4R & 20 F T
Adversarial % &3 & 1A 6 convex outer approximationFf# 47 EF AL o XS HATILRAT @ A2 B 43T A
Polytope linear program #9i$ A2 49 31 4B 5] 4 5 g 6 £ 4& £ AL, & T AT ¥T A 55 [ A
(Wong and Kolter, 2018) A& 2% &9 3t 47 £ 4L  certificate: Loo<0.1 5.8% error [MNIST]
. . o
Scaling #84% F Adversarial Polytope 4% 7t : skip SSEleE R eI, SaL) Garas | PLNIRI

. ifi : Loo<2/2 49
(Wongetal,2018)  connections/general nonlinearities A& B F K & [ 2 certificate: Loo<2/255 36.4% error

[CIFAR10]
CROWN bounding a given activation function with linear and o TGRSR TR EHE M %
(Zhang etal, 2018)  quadratic functions  tighter bounds (#8%XF Fast-Lin)

COLT 4& & 3T U L Aa =T R 5K 95
(Balunovic and Vechev, M%) A28, 36 verifier#t /T M 244 5% adversary#t 47
2019) 4

» certificate: Loo<2 /255 39.5% error
[CIFAR10]



Certified Defense: convex optimization

O ARA Y 77 i

e e, a A~ E SR &0 Ty
RandoTn #) Fl Gaussian noise’4£ & #9base M 2& 4 4L Bk, 7T i 5% 5 f47 LF _{ilmageNet,bE S TS
Smoothing i @ 2 certificate: L2<0.5 51% error
(Cohen etal, 2019) - [ImageNet]
PixelDP : : : L A £ 4 e . |
(Lecuyer et al, 2019) #] R Differential Privacy Z %~ & #4347 P £5 £ 5% . i F KA A% AeImageNet
MILP : : : : « certificate: Loo<0.1 4.38% error
(Tjeng et al,, 2019) mixed-integer linear programming (MILP) [MNIST]
» certificate: Lco<0.3 7.02% error
CROWN-IBP bounding a given activation function with linear and [MNIST]
(Zhang et al., 2018) quadratic functions » certificate: Loo<8/255 33.06% error

[CIFAR10]



Certified Defense: SMT

SMT&9y 77 k&
(A FAISMT T ASHE & W &3 TiE5%, 1+ H31%)

T ™ S N

A T Satisfiability Modulo Theory (SMT) %+t

e | 0 The ‘ s SR b i s I
Safety Verification TR A HIETAEL . E AR ik T AR e R 3t 5L B A W) — 2 7T PSR 2

(Huangetal,, 2017) prgnges ’ ’ « HHEX, RSN
Reluplex KT T M2 E 5 69 SMT Solver  (DNN# e AL ReLUA M 4

(Katz et al., 2017) verification £ NPC ¥ A2 H 2 /& T ik & ok 34) HHE KFEFTK, 41 & AT R R 2k



Conclusion

PGD AdVTrainingT VAT 3K o5 fp3% K 69 B
NEFHIEI KR, BeaxceMlIa. HAEATH

AdvTraining A N3 AR A BEAT D 45

BEAT B R s AEYFTTIEAL
GradMasking

E WAL ik s EHAMRAANR, AEITTIA%AL

St/ TAFERGZESHFIE o ARMTEA

Detecting NERB AT, L e TZAMRKENN AL

YN TN — B

W &5 & R AR R WL N A o FRINGAE AR
Transformation

Sty N34T RS s EHMRAAMK

LA T & o MVl f] T ImageNet
CertifiedDefense

SMT 7 & o HEFMEA, REAT AL
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