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Problem

Conformal Prediction: Returns prediction sets with a distribution-free guarantee to cover the true label.
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Attacks: Break the guarantee by perturbing the test inputs (evasion) or poisoning the calibration data.

Robust CP: Recover the same guarantee for the worst-case perturbed input and calibration.

How can we extend robustness certificates to conformal prediction sets?



Calibration. 𝑞 = Quant 𝛼; ത𝒔 𝒙𝑖 , 𝑦𝑖 𝑖=1
𝑛 −𝑴𝓑.

Intuition
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Conformal Prediction

• Conformity score function 𝑠: 𝒳 × 𝒴 → ℝ, e.g. TPS, APS

• Calibration set 𝒟cal = 𝒙𝑖, 𝑦𝑖 𝑖=1
𝑛

• Coverage probability 1 − 𝛼, user-specified

Calibration. 𝛼-quantile 𝑞 = Quant(𝛼; 𝑠 𝒙𝑖, 𝑦𝑖 𝑖=1
𝑛 ).

Prediction. Define the set 𝒞 𝑥𝑛+1 = 𝑦: 𝑠 𝒙𝑛+1, 𝑦 ≥ 𝑞}.

Guarantee. If test and calibration are exchangeable then we have:

Pr 𝑦𝑛+1 ∈ 𝒞 𝑥𝑛+1 ≥ 1 − 𝛼.

Randomized Smoothing Conformal Prediction

• Bound score: ത𝒔 𝝃 ෤𝑥 , 𝑦 ≥ 𝑠 𝑥, 𝑦 , ෤𝑥 ∈ ℬ(𝑥)

Prediction. ഥ𝓒 𝑥𝑛+1 = 𝑦: ത𝒔 𝝃 𝒙𝒏+𝟏 , 𝑦 ≥ 𝑞}.

Pr 𝑦𝑛+1 ∈ ഥ𝓒 𝝃 𝒙𝒏+𝟏 ≥ 1 − 𝛼.

Guarantee.

ҧ𝑠 𝑥, 𝑦 = Φ−1(𝔼𝛿∼𝒩 0,𝜎2𝐼 [𝑠(𝑥 + 𝛿, 𝑦)])

2. Continuous

4. Finite sample error

3. Poison attack

1. Loose bound

1. CDF Aware smooth scores.

2. Sparse smoothing.

3. Lower bounds on calibration for poison.

4. Finite sample correction



Robust CP
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Robustness to Evasion Attacks

Goal:

Method: Upper bound of score ത𝒔 𝝃 ෥𝒙 , 𝑦

Conservative prediction set

ഥ𝓒 𝑥𝑛+1 = 𝑦: ത𝒔 𝝃 ෥𝒙𝒏+𝟏 , 𝑦 ≥ 𝑞}.

Pr 𝑦𝑛+1 ∈ 𝒞 ෥𝒙𝒏+𝟏 ≥ 1 − 𝛼

How can we build conservative prediction set against evasion and poison?

Robustness to Poison Attacks

Method: Lower bound of calibration

𝑞𝛼 = min
𝒛𝑖∈𝒳

Quant(𝛼; 𝑠 𝒛𝑖, 𝑦 𝑖=1
𝑛 )Feature

Label 𝑞𝛼 = min
𝒛𝑖∈𝒴

Quant(𝛼; 𝑠 𝒙𝑖 , 𝑧𝑖 𝑖=1
𝑛 )

MILP

Conservative prediction set

ഥ𝓒 𝑥𝑛+1 = 𝑦: 𝑠 𝒙𝒏+𝟏, 𝑦 ≥ 𝒒𝜶}.



Randomized Smoothing Bounds
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Smooth scores

Bound score for worst case input: 𝐦𝐚𝐱
෥𝒙∈𝓑(𝒙)

𝔼(𝑠(𝜉 ෥𝒙 , 𝑦))

Gaussian/sparse smoothing score: Ƹ𝑠 𝑥, 𝑦 ≔ 𝔼(𝑠(𝜉 𝒙 , 𝑦))

How can we build smaller conservative sets?

max
෥𝒙∈ ℬ(𝒙)

𝔼(𝑠(𝜉 ෥𝒙 , 𝑦)) ≤ max
෥𝒙∈ ℬ 𝒙 ,ℎ∈ℋ

𝔼(𝒉(𝜉 ෥𝒙 , 𝑦))

Relax by search worst case score function:

Bound ℎ with mean: 𝔼 ℎ 𝜉 ෥𝒙 , 𝑦 = 𝔼 𝑠 𝜉 𝒙 , 𝑦

Bound ℎ with CDF: ∀𝑏𝑖: Pr ℎ 𝜉 ෥𝒙 , 𝑦 ≤ 𝑏𝑖 = 𝑝𝑖

𝑎 = 𝑏1 < 𝑏2⋯𝑏𝑚 = 𝑏, 𝑝𝑖 = Pr[𝑠 𝜉 𝑥 , 𝑦 ≤ 𝑏𝑖]

Bounds for smooth scores

Gaussian smoothing

ҧ𝑠mean 𝒙, 𝑦 = Φ(Φ−1 𝑝 + 𝑟)

ҧ𝑠cdf 𝒙, 𝑦 = 𝑏𝑚 − ෍

𝑗=2

𝑚−1

Φ(Φ−1 𝑝𝑗 − 𝑟)(𝑏𝑗+1 − 𝑏𝑗)

Sparse smoothing

Greedily distribute the 𝑝 mass to each 

constant likelihood region.

ҧ𝑠mean 𝒙, 𝑦 :

ҧ𝑠cdf 𝒙, 𝑦 : Distribute the 𝑝𝑗 masses in each region and 

each bin [𝑏𝑗, 𝑏𝑗 + 1].

max
𝑯

𝑏𝑚 − 𝑯෤𝒕 𝒅 s. t. 𝑯𝒕 = 𝒑, 0 ≤ 𝑯 ≤ 1



Robust Yet Efficient CP

CAS: CDF-Aware Sets

How can we build efficient and correct conservative sets?

Calibration-time variant: Compare the smooth test score 

Ƹ𝑠(𝒙, 𝑦) against conservative (lower) quantile.

Poisoning: 

Finite Sample Correction

Monte-Carlo sample for mean/CDF: 𝟏 − 𝜼 confidence

𝜶′ = 𝜶 − 𝜼

Corrected CDF score: 𝑠cdf+ 𝒙𝒊, 𝑦𝑖 ≤ 𝑠cdf with 1 − 𝜂/(2|𝒟cal|)

𝑞𝛼 = Quant(𝛼; {𝒔 𝒙𝒊, 𝑦𝑖 })

Conservative threshold 𝑞𝛼 = min
z

Quant

Combined: ҧ𝒞𝛼 = {𝑦: ҧ𝑠cdf 𝑥, 𝑦 ≥ 𝑞𝛼}

Calibrate

Corrected smooth score: Ƹ𝑠+ ෥𝒙𝒊, 𝑦𝑖 ≥ Ƹ𝑠 with 1 − 𝜂/(2|𝒴|)

DKW inequality

Bernstein bound

Conservative threshold: 𝑞𝛼+ = Quant(𝛼 − 𝜂; {𝑠cdf+ 𝒙𝒊, 𝑦𝑖 })

Conservative set: ҧ𝒞𝛼+ 𝑥𝑛+1 = {𝑦: Ƹ𝑠+ 𝑥𝑛+1, 𝑦 ≥ 𝑞𝛼+}



Experiments

CAS returns smaller prediction set with the same guarantee. CAS results in larger “for free” radius.

All radii

All dataset

All guarantee

All score

All smoothing



Experiments

CAS certifies a larger lower bound for vanilla CP. CAS shows smaller sets for the cal-time certificate and with correction.

CAS is less conservative since it is closer to the nominal 1 − 𝛼, and has smaller sets.



Experiments

CAS makes CP robust to feature poisoning, coming at only a small cost

CAS makes CP robust to label poisoning, with a predictably larger set size. CAS is also faster.



Conclusion

Robust Yet Efficient Conformal Prediction Sets

• We provide certified robustness for conformal prediction both for evasion and poisoning attacks.

• We propose a CDF-aware bound on the conformity scores under adversarial perturbation.

• We generalize both results to discrete and binary (sparse) data. 

• We show how we can correct for finite-sample error.

Upper bound of score & Lower bound of calibration

𝑃𝑟 ℎ 𝜉 ෥𝒙 , 𝑦 ≤ 𝑏𝑖 = 𝑃𝑟[𝑠 𝜉 𝒙 , 𝑦 ≤ 𝑏𝑖]

Sparse smoothing

Tighter DKW & Bernstein bound 



Robust Yet Efficient Conformal Prediction Sets

Thank you for your attention. Looking forward to your questions!
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Supplement

Upper-bound score function

Lower-bound quantile

Score function mean bound

Score function CDF bound



Supplement



Supplement Bound sparse smoothing



Supplement

Calibration-time

Finite sample correction - Evasion

Finite sample correction - Poison



Supplement

Finite sample correction bound
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