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GRACED: A Certified Graph Classification Solution

Adversarial Robustness for GNN
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Certifiable Robustness with Randomized Smoothing G=&4) o X, 4)
Certificate: Given the input graph G = (X, A), base We propose a novel defense method—GRACED, which provides theoretical guarantees for the accuracy and robustness
classifier fy and attack budget A, guarantee that for all § € of graph classification without requiring knowledge of the attacker’s capabilities or the classification model. The key idea
A, £,(G +8) = f5(G). behind our method is to leverage the denoising ability of feature diffusion models for adversarial data purification. We then

demonstrate that this randomized purification approach can ensure certified robustness under specific attack budgets.

Randomized Smoothing (Cohen 2019, Bojchevski 2020)

predicts the label with a smoothed base classifier g4 (G): Evaluation Result
go(G):= arg,max_Pr [fy+(G) = y] Extensive experiments show that graph classifiers using GRACED significantly outperform state-of-the-art classifiers. For
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P& instance, the accuracy on MUTAG improved by 11%, and the best results on IMDB showed a 14% increase.
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